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Outline 

x86 privilege levels 

x86 hardware Memory Management Unit (MMU) 
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X86 PRIVILEGE LEVELS 

• Know what’s different in different privilege levels 

• Know how to check what privilege level we are currently in 

• Know how to switch privilege levels 
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x86 privilege levels – introduction 

Linux and uCore uses ring 0 and ring 3 only. 
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x86 privilege levels – what is different? 

Some instructions can only be executed in ring 0 (e.g. 

lgdt). 

Privilege levels will be checked when 

 accessing data segments 

 accessing pages 

 entering ISRs 

 …… 

What happens if the check fails? 

 

General Protection Fault! 
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x86 privilege levels – current privilege level? 
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x86 privilege levels – privilege check example 

RPL <= DPL? 

Access OK 

General Protection Fault 

y 

n 

memory access 
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x86 privilege levels – switch privilege levels by interrupt 

ESP Before 

Transfer to Handler 

ESP After 

Transfer to Handler 

Interrupt Stack Usage with 

Privilege-Level Change 

SS 

ESP 

EFLAGS 

CS 

EIP 

Error Code 
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x86 privilege levels – switch privilege levels (0 to 3) 

ESP After 

Entering ISR 

EFLAGS 

CS (RPL=0) 

EIP 

Error Code 

ESP Before 

Entering ISR 

ESP After 

Exit ISR 

SS (RPL=3) 

ESP 

EFLAGS 

CS (RPL=3) 

EIP ESP After 

Stack Update 
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x86 privilege levels – switch privilege levels (3 to 0) 

ESP Before 

Entering ISR 

ESP After 

Stack Switch 

ESP After 

Entering ISR 

SS (RPL=3) 

ESP 

EFLAGS 

CS (RPL=3) 

EIP 

Error Code 

EFLAGS 

CS (RPL=0) 

EIP ESP After 

Stack Update 

ESP After 

Exit ISR 



11 

x86 privilege levels – fetch new stack for stack switch 

TSS = Task State Segment 
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x86 privilege levels – TSS format 
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x86 privilege levels – establish TSS 

Allocate TSS memory pmm.c:27 

Init TSS pmm.c:80-81 

Fill TSS descriptor in GDT pmm.c:84-85 

Set TSS selector pmm.c:91 
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x86 privilege levels - References 

Chap. 6.3.5, Vol. 1, Intel® and IA-32 Architectures 

Software Developer’s Manual 

Chap. 7, Vol. 3, Intel® and IA-32 Architectures Software 

Developer’s Manual 
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X86 HARDWARE MMU 

• Know the format of page tables 

• Know how segment/page tables are established 

• Be able to operate on page table entries 
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x86 hardware MMU – segmentation review 
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x86 hardware MMU – establish GDT tables (bootloader) 

Init GDT table as an array bootasm.S:100 (base address is 0x0) 

Init GDT descriptor bootasm.S:105 

Invoking lgdt bootasm.S:69 

Set bit 0 in CR0 bootasm.S:70-72 

Update CS using ljmp bootasm.S:76 
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x86 hardware MMU – establish GDT tables (kernel init) 

Init GDT table as an array entry.S:42 (base address is -0xC0000000) 

Init GDT descriptor entry.S:46 

Invoking lgdt entry.S:11 

Update DS, ES, SS, etc. entry.S:12-15 

Update CS using ljmp entry.S:17 
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x86 hardware MMU – establish GDT tables (enable paging) 

Init GDT table as an array pmm.c:76 (base address is 0x0) 

Init GDT descriptor pmm.c:85 

Invoking lgdt pmm.c:99 

Update DS, ES, SS, etc. pmm.c:100-104 

Update CS using ljmp pmm.c:106 

Why bothering?! 
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x86 hardware MMU – paging 
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x86 hardware MMU – paging example 

0x00233000 

0x22333 

0x22333000 0x00233 

       (1100000100 1000110100 010101100111) 

= 0xC1234567 

0x304 

0x234 

= 0x22333567 

0x567 

Addresses in page table entries are linear addresses! 
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x86 hardware MMU – page table entries 

R/W: 1 if this page is writable 

U/S: 1 if this page is accessible in ring 3 

A: 1 if this page has been accessed 

D: 1 if this page has been written 

You may ignore others for now 
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x86 hardware MMU – enable paging 

To enable protection mode, OS should set bit 31 (PG) in CR0 
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x86 hardware MMU – establish page tables 

Allocate a page as 

directory table 
pmm.c:302 

Clear the page allocated pmm.c:302 

Map 0xC0000000-0xF8000000(va) 

to 0x00000000-0x38000000(pa) 
pmm.c:317 

Map 0x00000000-0x00100000(va) 

to 0x00000000-0x00100000(pa)  
pmm.c:321 

Set CR3 & bit 31 of CR0 pmm.c:242 

Update GDT pmm.c:328 

Unmap 0x00000000-0x10000000 pmm.c:328 

??? 
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x86 hardware MMU – map a page in the page table 

Find the table entry in the directoy 

The table exists? 

Find the entry in the page table 

Return a pointer to the entry 

Allocate a page for this table 

n 

y 

YOUR WORK! 
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x86 hardware MMU – merge segmentation & paging 
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x86 hardware MMU – memory management init in uCore 

CS = 0 

PG = no 

CS = -0xC0000000 

PG = no 

CS = -0xC0000000 

PG = yes 

CS = 0 

PG = yes 

bootloader 
kernel 

(assembly) 

kernel 

(right after enabling PG) 

kernel 

(all done) 

virtual address 

base = 0x0 
virtual address base = 0xC0000000 
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x86 hardware MMU – hidden part in segment selectors 

Base address are cached till next selector change. 
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x86 hardware MMU – References 

Chap. 3 & 4, Vol. 3, Intel® and IA-32 Architectures 

Software Developer’s Manual 
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That’s all. Thanks! 


